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APAC is the regional accreditation cooperation for the Asia Pacific region with the purpose to develop and manage a mutual recognition arrangement (MRA) among its accreditation body members. The APAC MRA facilitates the international acceptance of conformity assessment results from accredited conformity assessment bodies (e.g. calibration and testing laboratories, certification bodies, inspection bodies, proficiency testing providers, reference material producers, and validation/verification bodies). APAC is the regional accreditation cooperation for the Asia Pacific region recognised by the International Accreditation Forum (IAF) and International Laboratory Accreditation Cooperation (ILAC). 

APAC BLOG #3
Interview with Mr. Trace McInturff, APAC MRA Council Chair and A2LA Vice President, Accreditation Services

1. The AI landscape is fast evolving and standards and regulatory requirements have a key role to play in this evolving landscape. The standards and regulations (like EU AI Act) are emphasizing on risk management framework. Can you share the views on ways the risk approach should support in harmonized implementation.
It would be difficult to suggest a unique risk approach that should support a harmonized implementation. A comprehensive risk management approach for AI systems involves balancing trade-offs between trustworthiness characteristics. This includes identifying, assessing, and managing risks associated with using AI technologies. 
These risks can be technical, such as security vulnerabilities or algorithmic bias, or non-technical, such as ethical considerations or regulatory compliance.  
The decision to deploy an AI system should be based on a contextual assessment of trustworthiness characteristics and the relative risks, impacts, costs, and benefits. This should be informed by a broad set of interested parties, including product, engineering, science, sales, and security teams. Risk assessment is also a human-centric activity that requires organization-wide efforts. There will always be risks involved in these processes but there should be a standardized way to document and track them to minimize their effect on the overall conformity.

2. Conformity assessment is an important component of “Chain of Trust” for AI. Can you highlight the role and applications of different conformity assessment standards in “Chain of Trust” and how AI can support decision making.
Chain of trust is built around the whole ecosystem of conformity assessment which essentially include accreditation bodies (ABs), conformity assessment bodies (CABs), and users of conformity assessment activities. 'Chain of Trust' can continue only when the entire ecosystem is based on sound principles of trust, and in this case technical validity of conformity assessment results. Therefore, AI should be able to support this ecosystem to make it more efficient and effective, without compromising of its intent with proper checks and balances. AI can certainly be utilised in different level of decision making in conformity assessment by both CABs’ and ABs’ processes, starting from screening of application to assign assessment team members to verify assessment findings and their links with appropriate clauses of the conformity assessment standards to decision for accreditation award.  
Currently, some ABs provide programs to support the qualification of assessment organizations to conduct cloud security assessments that are hosting sensitive government data. The conformity to their defined processes is of great importance here given the impact a breach may have. In general, many industries rely on conformity assessment to set a baseline level of competency, but also the process itself provides trust and reliability of the results produced by that organization. 
Further, the list below outlines how different conformity assessment standards are applied in the realm of AI:
a) Data Quality Standards: Data quality standards ensure that AI systems are built upon high-quality, accurate, and reliable data. Standards such as ISO/IEC 25012 for data quality and ISO/IEC 20546 for big data quality provide guidelines for assessing and improving the quality of data used in AI applications, covering aspects such as completeness, accuracy, consistency, and timeliness.
b) Algorithmic Transparency Standards: Algorithmic transparency standards promote openness, accountability, and fairness in AI systems by requiring transparency about the algorithms used and their decision-making processes. Standards such as IEEE P7003 and ISO/IEC 29002-10 provide guidelines for disclosing algorithmic transparency, explaining how AI systems work, and disclosing biases or limitations.
c) Model Evaluation Standards: Model evaluation standards ensure that AI models are rigorously tested, evaluated, and validated to ensure their effectiveness, performance, and reliability. Standards such as NIST's AI Model Testing and Validation (AITMoV) framework and IEEE P2755 provide methodologies for evaluating AI models across various criteria, including accuracy, robustness, fairness, and interpretability.
d) Ethical AI Standards: Ethical AI standards address ethical considerations, human rights, and societal impacts associated with AI technologies. Standards such as ISO/IEC 23894 for AI ethics and IEEE P7000 series for ethical considerations in AI systems provide guidelines for ethical design, development, deployment, and use of AI technologies, covering areas such as privacy, fairness, accountability, transparency, and bias mitigation.
e) Security and Privacy Standards: Security and privacy standards ensure that AI systems are secure, resilient, and compliant with data protection regulations. Standards such as ISO/IEC 27001 for information security management and GDPR for data protection provide guidelines for implementing security controls, managing risks, and protecting personal data in AI systems.
f) Interoperability Standards: Interoperability standards enable seamless integration and interoperability between AI systems, platforms, and devices from different vendors. Standards such as ISO/IEC 20589 for interoperability of AI systems and IEEE P2302 for interoperability frameworks provide guidelines for standardizing data formats, communication protocols, and interfaces to facilitate interoperability and data exchange.
g) Certification and Accreditation Standards: Certification and accreditation standards provide frameworks for certifying and accrediting AI systems, products, and services to demonstrate compliance with relevant standards, regulations, and best practices. Standards such as ISO/IEC 17065 for product certification and ISO/IEC 17020 for inspection bodies provide guidelines for assessing conformity and ensuring confidence in AI systems' quality, safety, and reliability.

3. Accreditation is a key enabler in building trust to conformity assessment processes. In this scenario can you highlight a few developments at APAC front wherein the need for harmonized practices is ensured. 
From the cybersecurity space, there are many standards that are emerging in different industries and without a specifier requirement, ABs are determining what they believe is the most applicable conformity assessment standard for these methods. It is important to encourage harmonization to avoid discrepancies between economies or organizations choosing one AB over another based on the decision they made about the relevant conformity assessment standard (i.e. one that aligns with their current processes vs a new standard). 
Establishing a harmonized approach at a global level is essential. APAC’s AI JWG group (which provided background material on this blog) is a first, essential element. The next steps should be carefully considered in coordination with IAF/ILAC. 

4. APAC provides assurance to users of conformity assessment services through its MRA process. What is your take on using AI by APAC in its MRA evaluation process of ABs.
As mentioned above for CAB and ABs, APAC can also utilise AI for different stages of the application process based on pre-defined parameters. AI can certainly be used for application review by the Secretariat and report preparation by evaluation team as they use a pre-defined template filled by the AB. Then MRAMC can use an AI tool for the evaluation report review to make recommendation to MRA council. 
The same expectation may be given to APAC that would be given for a conformity assessment body utilizing AI in their processes, e.g., validation that the AI driven process is equivalent to the process performed by personnel. Another consideration is the bias of the AI learning as more assessment packages are run through the system. It could be used efficiently for documentation reviews and also reporting and report review. There currently is hesitation on running a corrective action through AI but it would depend on the learning base the system has.
END
Any views or opinions presented in this blog are solely those of the author and do not necessarily represent those of APAC.
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